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What do we mean when we 
say “AdTech”?

Personalised ads: Advertisers can micro-target 
users with adverts based on intricate profiles of 
their behaviours and preferences – often based 
on information gathered via cookies on the 
user’s device. 

Processing of personal data: When a profile 
is linked to an individual user’s phone, even 
a single device ID can constitute personal 
data. Significant amounts of personal data 
about users and their online footprint can be 
used by multiple companies to deliver these 
ads – including inferences of more sensitive 
information (like health data). Many people 
may not be aware of this data use, or the scale 
and complexity of some of this processing.

Complex ecosystem: The ecosystem has a 
significant number of participants, spanning 
the larger digital platforms and publishers who 
have a direct interface with users, small and 
large AdTech companies that orchestrate the 
background processing, and the companies 
seeking to advertise. 

Data protection law: The key objective is 
protecting people’s right to privacy. This 
includes restrictions on how and why 
organisations can use personal information, 
safeguards for sharing it with others, and 
obligations to keep people informed about how 
their data is being used.

Competition law: The key objective is to protect 
competition. The concern is the market power 
of large technology companies in the AdTech 
ecosystem and whether their conduct could 
exclude competitors or exploit customers.

Across the globe digital advertising 
spend continues to grow and the AdTech 
industry is under continued scrutiny from 
competition and privacy regulators in the 
EU, the U.S., and the UK. There have 
been calls for fundamental change to 
the way the industry operates, and new 
legislation is coming. Businesses need 
to stay on top of the shifting regulatory 
environment and adapt their strategies. 

This publication highlights:

 > Key issues in AdTech and the primary policy objectives,

 > Market developments – six key AdTech trends, and

 > Practical takeaways – what your business can do to 
stay ahead of the curve.

Data protection focus Competition focus

Prevent harm to consumers 
through use or misuse of their 
personal data

Transparency  
for consumers

Restrict data processing (incl. data 
sharing) with conditions: legal basis, 
transparency, minimisation, security, 
retention, accountability. Tighter 
restrictions on use of sensitive data

Increase in  
regulation of the  
digital economy

Transparency

Consumer 
protection

Prevent harm to companies that 
want to use digital advertising 
and companies offering digital 
advertising services

Open market with data sharing to 
address the market power of Big Tech 
platforms which comes from data they 
hold, potential conflicts of interest (self-
preferencing), rule-setting that favours 
them to the detriment of smaller players

Address concerns about data-
rich markets and how businesses 
manage user data

Transparency for  
business users

Introduction

Learn more by watching our 
Regulating the Digital Economy – 
Digital Advertising webinar

https://www.linklaters.com/en/knowledge/events/2021/may/19/regulating-the-digital-economy-series-session-3--digital-advertising/videos/regulating-the-digital-economy-series-session-3--digital-advertising
https://www.linklaters.com/en/knowledge/events/2021/may/19/regulating-the-digital-economy-series-session-3--digital-advertising/videos/regulating-the-digital-economy-series-session-3--digital-advertising
https://www.linklaters.com/en/knowledge/events/2021/may/19/regulating-the-digital-economy-series-session-3--digital-advertising/videos/regulating-the-digital-economy-series-session-3--digital-advertising


Market developments – six key trends

1. Legislative change 

There is an increasing shift towards regulation of 
advertising technology. The EU continues to set a 
benchmark for global regulation with the proposed 
Digital Services Act, e-Privacy Regulation and Data 
Governance Act. Its proposed Digital Markets Act seeks 
to regulate “gatekeeper” platforms and activities. 

Equivalent regimes are emerging in Germany and the 
UK. The U.S. has its own antitrust legislative initiatives 
at a formative stage, and on the privacy side, the CCPA 
is already in force, and the CPRA (with more GDPR-like 
principles), will come into effect in January 2023. 

2. Evolving industry 

Industry initiatives are also driving change – such as 
Apple’s decision not to track without user consent, and 
Google’s intention to stop third party cookies in its browser.

3. High number of investigations 

Antitrust and privacy regulators in the EU, the UK 
and the U.S. have identified digital advertising as a 
key regulatory focus and have launched a significant 
number of investigations in this space. The regulators’ 
approach is not surprising given digital advertising is 
the money machine of the digital economy – regulators 
prioritise industries where their intervention can make 
the biggest difference.

Digital advertising highlights

4. Tension between competition and privacy 

Regulatory priorities are driving an increased interaction 
between competition and data privacy rules, focusing 
attention on their conflicting requirements. For 
competition policy, free flow of data is to be encouraged 
because it lowers barriers to entry, but at times, this 
is contrary to the principle of data minimisation under 
privacy law. Competition regulators need to take 
account of privacy considerations when designing 
antitrust remedies, and vice versa.

5. Regulatory cooperation 

This area is hugely complex, requiring cross-sector 
and cross-practice knowledge. It has triggered new 
institutions like the UK’s Digital Markets Unit and the 
proposed U.S. combined Digital Task Force. We are also 
seeing closer collaboration between existing regulators 
such as through the UK’s Digital Regulation Cooperation 
Forum (ICO, CMA, Ofcom and FCA). 

6. Global solutions needed 

Digital advertising is a global industry which requires 
global solutions. In the past, the European Commission 
was effectively the global regulator. However, three rivals 
have emerged: the U.S. is now playing a more active 
role; Brexit has given the UK’s CMA an independent 
role which it is keen to use; and China is playing an 
increasingly active role in antitrust and in tech. The 
degree to which their efforts align is likely to dictate 
whether we see a relatively consistent regulatory 
framework emerge – inconsistent decisions will present 
significant challenges for multinational companies.

Addressing AdTech regulations – 
practical takeaways

Market assessment

Understand the role of your business in the AdTech 
ecosystem and watch as the industry develops. Identify 
the opportunities and risks from those developments.

Compliance 

Consider adopting a harmonised approach across 
your business. Address the privacy fundamentals – 
including having a clear notice and user journey on your 
website/app, re-examining your third-party contracts, 
and reviewing your data minimisation and retention 
policies. Be mindful of profiling activities that include 
sensitive data.

Regulatory strategy 

Develop your regulatory strategy as the market evolves, 
mapping your points of exposure to global regulation  
and enforcement. Consider a pro-active engagement 
strategy and pre-empt disruption to future-proof your 
business model.



20
21

-7
75

Contacts

Christian Ahlborn
Antitrust & Foreign Investment Partner, 
London
Tel: +44 20 7456 3570
christian.ahlborn@linklaters.com

Olivia Grimshaw
Technology Managing Associate, 
London
Tel: +44 20 7456 2949
olivia.grimshaw@linklaters.com

Richard Cumbley
Technology Partner,  
London
Tel: +44 20 7456 4681
richard.cumbley@linklaters.com

Ieuan Jolly
Privacy & Data Solutions Partner, 
New York 
Tel: +1 21 2903 9574
ieuan.jolly@linklaters.com

William Leslie
Antitrust & Foreign Investment Managing 
Associate, London
Tel: +44 20 7456 4918
william.leslie@linklaters.com

Emma Ottoy
Technology Managing Associate, 
Brussels
Tel: +32 2 501 92 57
emma.ottoy@linklaters.com

linklaters.com

This publication is intended merely to highlight issues and not to be comprehensive, nor to provide legal advice. Should you have any questions on issues reported here or on other areas of law, please contact one of your regular 
contacts, or contact the editors. 

© Linklaters LLP. All Rights reserved 2021

Linklaters LLP is a limited liability partnership registered in England and Wales with registered number OC326345. It is a law firm authorised and regulated by the Solicitors Regulation Authority. The term partner in relation to Linklaters 
LLP is used to refer to a member of Linklaters LLP or an employee or consultant of Linklaters LLP or any of its affiliated firms or entities with equivalent standing and qualifications. A list of the names of the members of Linklaters LLP 
and of the non-members who are designated as partners and their professional qualifications is open to inspection at its registered office, One Silk Street, London EC2Y 8HQ, England or on www.linklaters.com and such persons are 
either solicitors, registered foreign lawyers or European lawyers.

Please refer to www.linklaters.com/regulation for important information on our regulatory position.

John Eichlin
Antitrust & Foreign Investment Counsel, 
New York
Tel: +1 21 2903 9231
john.eichlin@linklaters.com

mailto:christian.ahlborn%40linklaters.com?subject=
mailto:olivia.grimshaw%40linklaters.com?subject=
mailto:richard.cumbley%40linklaters.com?subject=
mailto:ieuan.jolly%40linklaters.com?subject=
mailto:william.leslie%40linklaters.com?subject=
mailto:emma.ottoy%40linklaters.com?subject=
http://www.linklaters.com
http://www.linklaters.com
http://www.linklaters.com/regulation
mailto:john.eichlin%40linklaters.com?subject=

	Print 2: 
	Page 2: 
	Page 3: 



